
Ref Description Consequence
Name of Risk 

Owner
P I Score P I Score P I Score

Control/Mitigation 

Description

Control Date 

Due

Progress on 

Control/Mitigation
Action Owner

1

Risk of data breach, 

corruption, or loss 

during migration of 

large volumes of 

sensitive tenancy, 

asset, and compliance 

data

GDPR breach, ICO 

enforcement, service 

disruption, reputational 

harm, risks to vulnerable 

residents.

Bill Graves

4 5 20 4 5 20 3 3 9

Robust data‑migration plan; 

appointment of a test plan 

manager; secure cloud 

hosting & cyber security 

standards; contract 

requirements & full testing 

cycles

10/1/2026 1) Cyber security 

elements to be 

developed as part of 

the tender & contract. 

2) Appointment of test 

plan manager and the 

Data migration plan to 

be developed after 

contract award. 

Bill Graves

2 Actual market pricing 

unknown until tenders 

received.

Risk of costs exceeding 

approved budget. 

Bill Graves 3 3 9 3 3 9 2 2 4 Significant capital allocation 

for 2026/27 and tender 

responses received before 

MTFP window. Contract 

controls on price changes. 

Procurement process to seek 

VFM

10/1/2026 Consultant procured to 

assess business 

requirements and 

develop specification 

ahead of procurement 

and award. 

Bill Graves

3 Insufficient capacity 

may slow 

specification, 

procurement and 

mobilisation work.

Project delays, reduced 

quality of requirements, 

weak implementation 

oversight

Bill Graves 4 5 20 2 2 4 2 3 6 Clear governance via 

oversight board; consultant 

support procured; backfill 

internal project team with 

temporary staff. 

10/1/2026 1) Consultant 

procured. 2) 

Governance Board in 

place. 3) Project team 

requirements to be 

identified and 

appointed before 

tender award

Bill Graves

4 Existing supplier may 

have limited capacity 

or willingness to 

support complex data 

extraction and 

transition

Delayed data access, 

increased cost, migration 

quality risks

Bill Graves 2 5 10 2 3 6 2 3 6 Ongoing relationships with 

supplier; contractual 

obligation on existing supplier 

to provide a Handover Plan 

and cooperate. 

10/1/2026 1) Current contract 

sets out termination 

and handover 

procedures. 2) Data 

extraction 

requirements to be 

included in tender

Bill Graves

5 LGR requirement for 

Section 24 consent 

and governance 

changes may affect 

procurement timing or 

contract

Delay to contract award; 

risk of non‑compliance with 

central govt guidance; 

additional sign‑off steps.

Bill Graves 3 4 12 3 3 9 3 3 9 Procurement justified as 

“continuity of essential 

services” and is consistent 

with LGR guidance. Legal 

support through the 

procurement process and 

contract to include scalabiltiy 

and break clauses

9/1/2026 Issue has been 

flagged as needing 

consultation following 

the LGR 

announcement in July

Bill Graves

6 Failure to deliver the 

new system before 

Feb 2028

Failure of statutory landlord 

functions (rent, repairs, 

H&S compliance), 

regulatory breach

Bill Graves 4 5 20 3 5 15 2 5 10 Start procurement activity 

immediately with a detailed 

implementation timeline and 

milestones. Strong project 

governance with early data 

and migration planning once 

tender Is awarded.

10/1/2026 Consultant procured to 

assess business 

requirements, carry 

out soft market testing 

and develop 

specification ahead of 

procurement and 

award. 

Bill Graves
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Description of the headings within the risk log
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The Council's risk appetite is the amount of risk that it is willing to take to achieve its 

priorities, provide sevices as planned and deliver its statutory services. When 

considering risk staff must take into account the Council's appetite for risk which differs 

according to the type of risk. How low, medium and high are defined is shown at the 

bottom of the page.

Risk Appetite
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Risk Scoring

Once risks have been identified, the risk matrix serves as the primary tool for prioritisation. It 

enables the Council to determine which risks are most significant and therefore require greater 

attention and resources. The matrix also provides a consistent framework for comparing 

Each risk should be analysed using a five by five matrix for (1) the probability it will happen and 

(2) the impact if it did occur. This assessment should be made on three different basis: 

• Gross risk – risk level if existing key controls and mitigations were not in place or not 

• Current risk – risk level after existing controls and mitigations are taken into consideration. 

• Target risk – anticipated risk level, within the Council's risk appetite, following the introduction 

of planned controls and mitigations. 

Assessing gross risk helps the organisation understand its reliance on existing key controls and 

supports decisions on risk treatment and the appropriate target risk level. A useful approach is 

to first consider the current risk, then ask: what would the impact and likelihood be if those key 

It is the risk owner’s responsibility to ensure the controls they believe are reducing the risk are 

effective and are working in practice.  Controls that are not yet in place should not be 

Each identified risk should then be plotted onto the risk matrix. 

When assessing the likelihood of a risk occurring, select a score from 1 to 5 on the risk matrix 

that best reflects what you think. This rating involves an element of professional judgement, so 

consider how probable the event is and take into account the following factors:

• Has this event happened before in the Council? (How frequently?) Has this event happened 

elsewhere? (How frequently?)  

• How likely is it that one or more of the causes/ triggers of the event will occur?  

• Has anything happened recently that makes the event more or less likely to occur?  

The following tables provide some support in quantifying the risk in terms of probability and 
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Risk Probability Assessment Criteria 

When you select the impact you should give consideration to the factors outlined in the risk 

matrix. For example, if the risk you are scoring has a low financial impact but a high impact on 

our reputation then you would select the most appropriate number between 1 and 5 that 

relates to the level of reputational impact. Once again, this score will have an element of 

Risk Impact Assessment Criteria 
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